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MESSAGE FROM OUR
MANAGING DIRECTOR &
CHIEF EXECUTIVE OFFICER
Dear colleague,
We are entrusted by our shareholders, Mubadala
Development Company of Abu Dhabi and Investment
Corporation of Dubai, with the challenge of growing
profitability across the world by delivering high quality
aluminium to our customers while making a lasting
contribution to the UAE and the global economy.
Our values of protect, provide and perform will help
us to deliver on our commitments, because we keep
integrity - doing what is right - at the core of our
business. These values guide our interactions with
customers, suppliers, co-workers, shareholders and
the communities in which we operate. This Code of
Conduct reflects our values and sets the standards
we are committed to uphold across EGA.

Join me in making a personal commitment to uphold
the Code and work with integrity. Together we can
ensure that EGA always conducts business in an
ethical and compliant manner, providing for a strong
and sustainable future.

Abdulla Kalban
Managing Director &
Chief Executive Officer

As one of the largest aluminium groups in the
world we are evaluated each and every day by
how we behave in our global business relationships
and activities. Our actions or inactions either
enhance or harm our reputation. The Code identifies
key areas we must address and how they impact
your responsibilities.
I ask each of you to read the Code carefully so
you understand what it requires of you. Use it as
a reference and if you have any questions, do not
hesitate to speak up. The Legal & Compliance
team and other resources listed in the Code are all
available to help you.
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UPHOLD OUR VALUES EVERY DAY, EVERYWHERE

Values underpin this Code and provide a wider framework for
our decisions and actions.
As “One EGA” our values are universal, transcending culture
and geography. Living our values requires that each of us meet
the highest standards of corporate behaviour in all aspects of
our work and in all regions of the world. Doing this will help
EGA achieve its vision of providing the global economy with
sustainable material of the highest quality, while building
a legacy of excellence for the UAE and the world.

Our values of protect, provide and
perform will help us to deliver on
our commitments because we keep
integrity - doing what is right - at
the core of our business.

EGA VALUES

Abdulla Kalban
Managing Director &
Chief Executive Officer

Protect

Provide

Perform

•

Safety first and always.

•

•

•

Act with integrity,
transparency and fairness
to safeguard our business.

Ensure rewarding career
and development
opportunities for all
our people.

•
•

Protect the environment
wherever we operate.

Sustain relationships with
our customers, suppliers,
and partners built on
mutual trust.

Promote a performancebased work culture
where individuals are
empowered through
ownership, accountability,
and team support.

•

Excel in operations
through continuous
improvement and
innovation.

•

Grow profitably across
the globe.

•
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Contribute meaningfully
to the communities where
we operate.
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1
HOW TO USE THIS
CODE OF CONDUCT

HOW WE USE OUR VALUES AT WORK

•

Know that the Code of Conduct (“Code”)
applies to a wider group of people than just EGA
employees. See page 10 “Who does it apply to?”

•

Understand your responsibilities. See page 12
“What are my responsibilities?”.

•

Familiarise yourself with the topics covered in the
Code of Conduct and understand how they relate
to your work.

•

Understand the options available to you if you
want to ask a question, raise a concern or report
a violation of the Code of Conduct. See page 14
“How to ask a question or raise a concern” and
the quick reference guide “Resources – how to
get help” on page 87.

Question
I saw a colleague doing something
that I believe is against our values
and Code.
I don’t know the person well and they
don’t work in my team.
What should I do?
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We would like to acknowledge the assistance of the
many EGA employees who participated in the process
of developing the Code. Your perspectives were
invaluable in making the Code relevant to the needs
and concerns of our employees.

Answer
If you think someone has violated our Code or has
done something inconsistent with our values, it
is your responsibility to speak up and raise your
concern. You don’t need to be directly affected or
involved in order to raise a concern. You should first
try to raise your concern with the person involved
– there may be a reasonable explanation. If this is
not possible, or you aren’t satisfied by their answer,
then you should talk to your manager or any other
resource mentioned in this Code.
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ABOUT OUR CODE OF CONDUCT

Why do we need a Code of Conduct?
We must maintain our stakeholders’ trust by
conducting every aspect of our business worldwide
in an ethical and compliant manner. The Code
confirms our commitment to do just that.

Does the Code of Conduct tell me everything
I need to know?
If you are in any doubt about whether to apply the
Code or the laws of your local jurisdiction, follow
the stricter of the two or contact Legal & Compliance
for advice.

What is in our Code of Conduct?
The Code clarifies the basic rules, standards and
behaviour necessary to achieve our objectives and
uphold our values. It summarises minimum legal
and ethical standards and gives practical advice to
ensure that we conduct our business in an ethical and
compliant manner. The Code also identifies the main
elements of our compliance programme and explains
where you can seek help and support.

The Code helps us understand the responsibilities we
share, and identifies some of the important legal and
ethical issues that may arise. However, keep in mind
that no guidelines can cover every instance; and that
the absence of a guideline to deal with a particular
situation does not relieve you from the responsibility
to act with the highest ethical standards of business
conduct at all times. Where there is no specific
guidance on a particular matter, or you face a
compliance dilemma, try the compliance checklist.

COMPLIANCE CHECKLIST
Ask yourself these simple questions:
Values: Does it fit with our EGA values
and the Code?
Safety: Could it directly or indirectly
endanger someone or cause them injury?
Law: Is it legal and in line with EGA
policies and standards?
Newspaper: If the story appeared in the
newspaper, would I feel comfortable?

Who does it apply to?
The Code applies to everyone who works directly
for or represents EGA, including all employees
and directors.

EGA
va
lu

OUR VALUES
AT WORK
EGA CODE OF
CONDUCT

La
ws
and

ns
tio
regula

rocedures

10

If you are still in doubt, have questions
or need to talk to someone before taking
action see “Resources - how to get help”
on page 87 for more information.

dp

Third parties such as contractors, consultants or
partners who work with or represent EGA are also
required to follow the Code. You must ensure that
they are made aware of the Code and seek their
cooperation in adhering to the standards set out in
the Code. This includes, where possible, making it
a contractual requirement that they act consistently
with the Code when working on our behalf.
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Throughout this Code, the terms “EGA”, or “company”
refer to Emirates Global Aluminium PJSC and any
subsidiaries, related companies or other legal entities
in which EGA holds a controlling interest. EGA will
use best efforts to ensure that this Code is adopted
or that similar policies are in place in entities where it
is invested but does not hold a controlling interest.

s

s
ie

e

EGA
p

Question
I have a concern that is not
addressed in the Code or in an
EGA policy or procedure.

Answer
No. Policies and procedures may not cover every
situation. Nor is it possible to give guidance in the
Code on every possible situation.

Does that mean there is no problem?

Think about EGA’s values and try the “compliance
checklist”. If you still have a concern, talk to your
manager or another resource listed in this Code.
See page 87 for more information.
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WHAT ARE MY RESPONSIBILITIES?

HOW OUR COMPLIANCE PROGRAMME IS MANAGED

Compliance with the law and EGA’s values, Code of Conduct and policies and procedures is
not optional – it is compulsory. They exist to protect employees, customers, suppliers and
EGA. Ignorance is not an acceptable reason for non-compliance.

Who is responsible for compliance at EGA?

What do the Compliance Champions do?

We are all responsible for carrying out our duties in
an ethical and compliant manner in accordance with
this Code of Conduct and EGA’s values.

EGA Compliance is assisted by Compliance
Champions nominated by senior business leaders.
Compliance Champions are a bridge between their
department and EGA Compliance:

Each of us must take personal interest and responsibility for protecting our co-workers,
customers, suppliers and EGA.

Understand correct work behaviour

Speak up

•

Read, understand and comply with the Code of
Conduct and associated policies and procedures
that guide our work.

•

•

Know, understand and comply with all legal
requirements that relate to our work.

•

•

Identify and manage compliance risks that relate
to our work.

•

If you don’t know or don’t understand, ask for
help before taking action.

Live our values
•

•

•

•
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Avoid any activity that may lead to unlawful
practices or harm our reputation.
Demonstrate by words and through actions,
our commitment to integrity.
Managers have a special responsibility to
lead by example and act with integrity; ensuring
that employees and contractors under their
oversight are aware of and comply with the
Code of Conduct.
If in doubt, look at the compliance checklist
on page 11.

Speak up and ask questions if you don’t
understand your responsibilities under
the Code.
Raise any concerns that you have about EGA’s
actions or the actions of any of its employees,
representatives, customers or suppliers.

What happens if the Code of Conduct is
not followed?
By working for, or representing EGA, you agree
to uphold our commitment to do what is right
and to follow our Code. Those who fail to uphold
this commitment put themselves, their colleagues
and EGA at risk. Employees who breach the
Code may be subject to disciplinary action.
Any consultant, agent, contractor or supplier who
fails to respect the Code of Conduct may have
their contract terminated or not renewed.

The EGA Board of Directors is responsible for
ensuring that there is an effective compliance
programme in place.

•

Raising awareness of compliance issues and risks
in their department.

How is the compliance programme structured?

•

Promoting a culture of integrity and open
communication, where employees are encouraged
to speak up about issues and concerns.

The Legal & Compliance department implements the
compliance programme. It reports to the Managing
Director & Chief Executive Officer, the Executive
Management Committee, the Audit and Risk
Committee and/or the Board of Directors as required.

The current Compliance Champions are listed on the
Compliance page on the EGA intranet.

What does EGA Compliance do?
EGA Compliance (part of the Legal & Compliance
department) develops and coordinates the
compliance programme:
•

Providing compliance training and
communications support.

•

Seeking to detect unlawful or unethical
business conduct.

•

Managing the compliance report line and
investigation process.

•

Assessing and seeking to mitigate
compliance risks.

•

Preparing compliance performance and
assessment reports.
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HOW TO ASK A QUESTION OR RAISE A CONCERN

Why is it important to speak up?

Who do I ask?

Your Voice confidential report line

People sometimes take improper actions because
they don’t have the proper information, don’t
understand the information they have or just want
to “get things done”. You need to understand your
responsibilities under this Code of Conduct and be
alert to the actions of others.

If you have a question or concern about this Code or
workplace behaviour, it is often best to talk to your
supervisor, manager or Compliance Champion first.
If you do not feel comfortable doing this, or are not
satisfied by their response, contact EGA Compliance
or the Your Voice report line.

Your Voice is a confidential reporting option, run
by an independent company. It provides a web
portal and toll-free telephone number for you to
ask questions or raise concerns. You may choose
to remain anonymous.

You don’t need to be directly affected to raise a
concern, and should never stay silent just because
“someone else will say something”. Only by raising
a question or reporting a concern can a potential
problem be addressed promptly and effectively.

All reports made to EGA Compliance or Your Voice
will be followed up. Contact details appear under
“Compliance Contacts” on page 88.

Will asking a question or raising a concern be
held against me?
We encourage you to ask questions and raise
concerns. No action will be taken against anyone
who seeks advice or reports in good faith a
suspected violation of the law, this Code or EGA
policies and procedures.
You can be assured that retaliation of any kind
directed against anyone who reports an issue
concerning the Code of Conduct will not be tolerated.
Individuals engaging in retaliatory conduct will be
subject to disciplinary action.
EGA will investigate all reports of possible violations
of the Code. Confidentiality will be maintained at all
times as far as possible in order to protect employees
and information will only be disclosed on a need-toknow basis. Employees must cooperate with EGA
investigations honestly and truthfully so that matters
can be resolved properly.

You can use Your Voice whether you have a specific
question or concern about the Code or EGA policies
and procedures, or simply want advice on appropriate
workplace behaviour. Be prepared to give as much
information as possible, ideally including the nature
of the concern, the time and place of any incident,
who is involved and what steps you have taken so
far to address the issue.
Your Voice sends the information you provide
to EGA Compliance on a confidential basis.
EGA Compliance will follow up all reports received
and will only share information on a “need-to-know”
basis in order to address the concern or as required
by law. We guarantee that your voice will be heard.
EGA will do its utmost to act on anonymous reports,
but cannot always do so if insufficient information
is provided. We therefore encourage you to provide
your name and contact details. If you prefer to remain
anonymous, please follow up on your reports (using
the unique code given) in case we have further
questions and to check our response.

Question
I’m worried that my manager will
punish me if I report my concern.

Your Voice is:
•

Available – 24/7, 365 days a year, in
multiple languages and toll-free.

•

Confidential – you do not need to give
your name.

•

Effective – a report is sent to EGA
Compliance so appropriate action can
be taken.

Answer
EGA will not tolerate any form of retaliation against
anyone raising what they believe to be a genuine
concern. Retaliation is grounds for discipline.

What can I do?
If you are worried, you should immediately raise
the matter with another more senior manager or
EGA Compliance.
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2
INTEGRITY AS WE
WORK TOGETHER

OUR COMMITMENT

We will create a healthy and safe working environment in which we
treat each other with the utmost respect. Our values are important
to us and are reinforced as we uphold our Code of Conduct.
We are committed to achieving clarity of purpose and maintaining
a sense of pride in and a passion for what we do.

Treating each
other with
respect

Using social
media
responsibly

WE WILL
MEET THESE
COMMITMENTS
BY

Maintaining a
healthy and
safe work
environment

Protecting our
privacy

18

19

TREATING EACH OTHER WITH RESPECT

What you should know
EGA is evolving into a truly global group of
businesses with people operating in countries
around the world. Our strength lies in the talent
and diversity of our people and we respect the
rights and dignity of our employees.
EGA strives to create a working environment
that respects diversity and allows employees
the opportunity to learn, grow and develop their
talents. Employees, in turn, must treat each other
respectfully and fairly, and not tolerate harassment,
abuse or offensive behaviour. Everyone shares the
responsibility for fostering an environment that
allows a diverse and inclusive workplace.
Substance abuse poses a threat to all of us and for
this reason it is important that our workplaces are
free from substance abuse, including the use or
possession of illegal drugs and alcohol. Every EGA
employee is prohibited from being at work or on
EGA business while under the influence of alcohol
or other illegal substances.

•

Report any type of harassment or abuse
you experience or observe, such as racial or
sexual discrimination.

•

Ensure third parties, suppliers and contractors
follow employment laws and regulations when
they represent or work for EGA.

What you should watch out for
•

Signs of threatening or inappropriate behaviour
or treatment in the workplace.

•

Any sexual or racial harassment, abusive or
indecent communication.

•

Potential violations of employment laws.

•

Signs of substance abuse.

WHERE TO GO
FOR HELP

Employment laws vary widely from country to
country, and managers in conjunction with Human
Capital must ensure that they are followed.

Refer any questions or concerns in this area to
Human Capital. If you still have concerns refer
to “Resources – how to get help” on page 87.

What is expected of you
•

•
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Ensure your employment-related decisions, hiring,
promotion, compensation and so on, are carried
out fairly, without conflict of interest, in compliance
with laws, internal policies and procedures, and
are based on the needs of the business.
Treat your fellow employees, customers,
partners, suppliers and others with respect –
never harass, threaten, humiliate or use
suggestive or disparaging language.

Question
A colleague often uses inappropriate
language that makes me feel
uncomfortable. He also calls me by
a nickname which I find insulting.
What can I do?

Answer
Offensive language is unprofessional and has no
place anywhere in EGA.
If you feel comfortable, tell your colleague that you
would prefer them to not use inappropriate language
or nicknames.
If you do not feel able to do this, or your colleague
continues with their behaviour, you can speak to your
supervisor, manager, or Human Capital.
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MAINTAINING A HEALTHY AND SAFE WORK PLACE

What you should know
Safety first and always is one of EGA’s core values.
We are committed to providing a healthy and safe
working environment for all our employees and any
people working on or visiting our premises.
EGA commits to meet or exceed the requirements of
health, safety and environmental laws and regulations
established in the jurisdictions where we operate.
We strive for zero incidents and lost time injuries and
our occupational, health and hygiene policies and
procedures focus on reducing exposure to risks.
Our priority is to ensure that all our people return
home safe and well at the end of every working day.
Safety and security depend not just upon safe
equipment and facilities, but most importantly
on competent, safety-conscious people. Each of us
must be alert to and responsible for following safety
and security policies and regulations in making
the workplace safe for all. Safety is an important
consideration in everything we do, whether providing
customer service, evaluating a new acquisition,
operating machines or driving vehicles safely while
on EGA business.
What is expected of you
•

•
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Be familiar and comply with all health and safety
regulations, policies and guidelines applicable
to your job and your place of work. Assist those
working with you to do the same.
Be alert to what is going on around you and
report any health and safety concerns to your
manager – for example any illness, accident, injury,
unsafe or unhealthy condition, improper use of
equipment, incident spill or release of material –
so that appropriate action can be taken to control,
remedy or prevent these conditions. Never assume
that someone else will report a risk or concern,
it is your responsibility to do so.

•

Make sure you know what to do if an emergency
occurs and that visitors to your workplace are
familiar with emergency procedures.

•

Managers are responsible for ensuring their
operations and workplaces are safe and employees
are trained on health and safety matters.

What you should watch out for
•

Unsafe conditions or practices in your workplace
such as using equipment improperly, failing to use
safety equipment, exposed electrical or chemical
hazards, or blocked emergency exits.

•

Not following applicable regulations or policies.

•

Any indications when evaluating a new project
that safety requirements may be a concern.

WHERE TO GO
FOR HELP
Refer any questions or concerns in this area to
your manager or local safety representative.
If you still have concerns refer to “Resources –
how to get help” on page 87.

Question
I noticed a chemical
dripping in the storeroom.
It was small and did not
appear toxic. Do I need to
report it?
Answer
Yes. Never hesitate when you
see something that could
be harmful or damaging.
Report it immediately to
your manager or local safety
representative. It is always
best to be cautious when
safety is concerned.

Question
I’ve noticed activities in
another area that represent
a minor safety hazard. It’s
not really anything to do
with me, so I don’t have to
report it, do I?
Answer
Safety is every employee’s
“area”. How would you
feel if someone gets hurt
because you failed to speak
up? Report your concern to
your manager or local safety
representative.

Question
During a project review
I learned that one of our
contractors had received
several safety citations.
What should I do?
Answer
Talk to your manager
immediately. The well-being
of the people working on
any EGA project is a primary
concern and any indication
that they may be at risk must
be thoroughly investigated.
Such situations are a threat
to our reputation and must
be addressed immediately.
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PROTECTING OUR PRIVACY

What you should know

What you should watch out for

EGA respects the confidentiality of employees’
personal information and limits access to personal
records to those with appropriate authorisation.

•

All requests for personal information from
external or questionable sources.

•

Inadvertently releasing or exposing
personal information.

•

Leaving personal information unsecured,
such as at a printer, open filing cabinet or
unattended desktop.

•

Transferring personal information across
any international border.

Each of us must protect employees' personal
information by only accessing and sharing
confidential employee information for legitimate
business purposes, with proper approvals and on
a need-to-know basis.
What is meant by personal information varies from
country to country, and can range from personal
identification and phone numbers to information
related to age, gender or health.
Many countries have laws and regulations that restrict
the dissemination and use of personal information
outside their borders.
What is expected of you
•

•

Collect or release personal information only
where there is a legitimate business need and the
collection or release has been properly authorised.

•

Understand the applicable laws and
regulations that apply to personal information
under your control.

•
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Protect the confidentiality of personal information
that you have access to and ensure it is used only
for legitimate business purposes.

Report any unauthorised disclosure of
personal information to Human Capital or
EGA Compliance.

WHERE TO GO
FOR HELP
Refer any questions or concerns in this area to
Human Capital or Legal & Compliance. If you
still have concerns refer to “Resources – how
to get help” on page 87.

Question
One of our partners requested
information on several of our
employees who are attending
a conference at their facility.
Should I send it?

Answer
This may be a legitimate request, but it depends
on what information was requested, where it is
being sent and how it will be used. Laws vary from
country to country as does the definition of what
is considered personal information. You should
make sure you know where the information is going
and how it will be used. For example, whether the
personal information is going to another country or
will be available to the public.
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USING SOCIAL MEDIA RESPONSIBLY

What you should know
Social media offers new channels to engage and
collaborate both inside and outside EGA, through
social and professional networking websites,
blogs, wikis, chat rooms and so on. Misusing social
media could damage EGA’s business and reputation.
EGA therefore encourages a professional and
responsible approach to social media.
Your personal use of social media must not interfere
with your work responsibilities or productivity. You
are responsible for the content you publish and must
not publish anything that violates EGA policies and
procedures. Remember statements made on social
media can result in liability for yourself and/or EGA.
Strive to be accurate, use good judgement, and
common sense in all your communications.
If you are authorised to use social media as part
of your job duties, you must obtain all necessary
approvals before posting on social media. You should
take care to do nothing online that would damage
EGA’s reputation.

What you should watch out for
•

•

•

•

Exercise good judgement. Do not send improper
texts or photos to colleagues or engage in
other activities that EGA’s stakeholders may
find offensive.
Do not let your personal use of social media
interfere with your duties and productivity and
make it clear that you are acting in a personal
capacity – never suggest that you are speaking
on behalf of EGA.
If you are asked to comment about EGA, for
publication, including in any social media outlet,
you must direct the inquiry to Communication
& Government Relations or Legal & Compliance
as appropriate (see page 44 on communicating
effectively externally). Do not respond without
written approval.
If you mistakenly publish something sensitive or
restricted – even if you have been able to delete
it – inform your manager immediately.

•

Appearing to represent EGA when using social
media in a personal capacity.

•

Unintentionally revealing intellectual property or
other confidential information. If you have any
doubt about whether you can post information or
photos, ask Legal & Compliance first.

•

Quoting or posting photos or videos of
colleagues or third parties without obtaining
their consent first.

•

Be alert to what other people post, and report
any violations of EGA’s policies on social media
and use of the internet.

•

If you're about to publish something that makes
you even the slightest bit uncomfortable, don't
shrug it off and hit 'send.' Review these guidelines
and try to work out what's bothering you and
fix it. Remember, anything you post online
is permanently available and open to being
republished in other media around the world.

EGA may monitor and review employee’s activities
on the company’s IT resources and communication
systems. We may also monitor social media postings
and activities relating to EGA.
Third parties such as consultants, contractors and
other business partners of EGA are expected to
follow these principles without exception.
What is expected of you
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•

Understand and comply with EGA’s policies and
procedures on social media, use of the internet
and general staff conduct.

•

Be mindful of the information you disclose.
Unless you are authorised to do so, do not reveal
or discuss any information obtained through
your work and do not photograph or distribute
photographs of EGA plant or processes.

Question
Can I put my work position, work
email address and information about
EGA on LinkedIn?
Answer
You can put your EGA work title
on LinkedIn together with a brief
outline of your responsibilities, but
do not include detailed or confidential
information. You can insert a
description of EGA’s activities from its
authorised website. You should not
use your work email address.

WHERE TO GO
FOR HELP
Refer any questions or concerns in this area
to Communication & Government Relations
or Legal & Compliance. If you still have
concerns refer to “Resources – how to get
help” on page 87.

Question
A colleague has sent me an inappropriate
photo on SnapChat and a series of suggestive
jokes on WhatsApp. They think it is funny, but
I think it is offensive.
Answer
This is unacceptable even if it is “outside work.”
You should make it clear to them that these
communications are unacceptable and must not
happen again. If the behaviour continues or there
is any retaliation against you, talk to your manager
or Human Capital. If you still have concerns refer to
“Resources – how to get help” on page 87.
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INTEGRITY AS WE PROTECT
OUR COMPANY

OUR COMMITMENT

We will be responsible guardians of EGA’s resources. We will
protect EGA’s reputation and assets, and use our time, equipment
and information judiciously.

Maintaining good
control

Communicating
effectively
externally

Ensuring our
people, assets and
information are
secure

Using EGA assets
responsibly

WE WILL
MEET THESE
COMMITMENTS
BY

Managing
our documents

30

Protecting
intellectual
property and
confidential
information

Using our
information
technology
resources
appropriately
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MAINTAINING GOOD CONTROL

What you should know
As a performance-driven and transparent company,
we must comply with legal and regulatory obligations
requiring accurate recording of operational
performance, financial and business information.

•

Be aware of and comply with the limits and
authorities granted in the relevant Delegation of
Authority that applies to your business.

•

Before signing or forwarding a document with
your signature on it, verify the facts for accuracy
and completeness.

•

Cooperate fully with internal and external auditors
by being responsive to their questions, providing
documentation and clarification as required.

Procedures and work instructions are in place to
ensure performance and quality standards are
properly maintained and reported.
The Delegation of Authority and supporting financial
policies ensure internal controls and processes are in
place across EGA.
•
Financial data, books and records must comply with
International Financial Reporting Standards, other
applicable laws and regulations, and EGA’s business
and financial policies and procedures.
Transactions and balances must be classified
appropriately and consistently; routines and controls
must be in place to protect assets and to ensure that
information is recorded consistently.
Misrepresenting facts or falsifying information is
fraud and can lead to significant penalties for EGA
and the individuals concerned.
Our stakeholders depend on the information we
report and our reputation is tied to the credibility
of that reporting.
What is expected of you
•

•
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Comply with EGA’s business and financial
reporting policies and procedures.
Record financial and non-financial information
accurately, on time and honestly and ensure
that all transactions are properly authorised and
understandable. Be alert to any indication that
reporting may not accurately reflect the situation.

WHERE TO GO
FOR HELP

Report any suspicion of financial misconduct to
Finance or Internal Audit.

Refer any questions or concerns on financial
reporting, controls or procedures, to your
manager or Finance or Internal Audit as
appropriate.

What you should watch out for
•

Reported results that appear inconsistent with
underlying business performance.

•

Inaccurate or incomplete reporting such as
overstated performance output, financial forecasts
or incorrect expense claims.

•

Any indication of fraudulent activity, such as funds
being used differently to the purpose recorded.

•

Absence of controls, such as joint signatures for a
bank mandate or other expenses (especially when
cash is involved).

•

The accuracy and completeness of travel and
other expenses.

Refer any questions or concerns on operational
performance reporting, controls or procedures,
to your supervisor.
If you still have concerns refer to “Resources –
how to get help” on page 87.

Question
I think a co-worker is recording
overtime that he did not work.
What can I do?
Answer
Overstating overtime is a form of
theft and any purposefully false
reporting of hours worked is a serious
issue, as misrepresenting facts or
falsifying information is fraud.
Report your concern to your manager
or EGA Compliance.

Question
We had a bad batch of raw materials and our
manufactured product has more impurities than
usual and will be out of specification for some
customers. No one has changed the specification
output report, because it will reflect badly on
the performance figures for our shift. Should
I say something?
Answer
Yes. We take pride in the quality of our products.
Quality levels must be reported accurately as any
inaccuracies undermine our reputation for quality
and may have serious commercial consequences.
Raise the issue with your manager.
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USING EGA ASSETS RESPONSIBLY

What you should know

What you should watch out for

We are each responsible for managing the EGA
assets under our control. This covers a wide range
of activities such as overseeing the performance of
an EGA business unit, expenditures or purchases,
recording travel expenditures, using equipment and
managing our time at work in a way that fulfils
our responsibilities.

•

Misuse or waste of physical assets or other
resources.

•

Assets that are not properly protected from
theft or damage.

•

Any indications of fraud, theft or loss.

EGA assets are intended to help employees achieve
business performance goals. Careless, inefficient
or illegal use of company assets hurts all of us.
EGA’s assets include subsidiaries and investments,
company time and proprietary information as well as
equipment used by individuals, such as operational
plant, vehicles, machines, office furnishings,
computers, telephones and stationery.

•

Purchases that are not competitively procured,
extravagant in nature or not properly approved.

WHERE TO GO
FOR HELP

What is expected of you
•

Use EGA assets for appropriate purposes and in
accordance with applicable procedures and work
instructions. If in doubt, check with your manager.

•

Protect EGA assets as you would your own and do
not remove or dispose of any asset without proper
authorisation and documentation.

•

Use good judgment to ensure EGA’s assets are not
misused or wasted.

•

34

Ensure all expenditures are appropriately
approved and accurately recorded.

Refer any questions or concerns in this area to
your manager. If you still have concerns refer
to “Resources – how to get help” on page 87.

Question
Can I use the internet to order flowers
for my spouse’s birthday or to reserve
a hotel for my upcoming vacation?

Question
I have seen an employee stealing supplies.
This is a friend of mine, but I don’t think it is right.
What can I do?

Answer
We depend on you to use good
judgement. Occasionally using the
internet in your lunch break to order
a service or product is acceptable,
but using it to do all of your shopping
would be excessive. Likewise, copying
a charity flyer would be okay, while
running a hundred copies would
appear excessive. If you have any
doubt about whether an action is
appropriate and reasonable, ask
your manager.

Answer
It is a difficult situation, but it is your responsibility to
report the matter. You must speak to your manager.
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PROTECTING INTELLECTUAL PROPERTY
AND CONFIDENTIAL INFORMATION

What you should know

What you should watch out for

Intellectual property is one of our most important
assets. To realise the benefits of our own hard
work, we must protect it and keep it confidential.
Intellectual property includes such things as
trademarks, copyrights, trade secrets, know-how,
patents and a wide range of other proprietary
information such as business plans, research or
technical data, employee records and financial data.

•

Accepting external confidential information
without first consulting Legal & Compliance.

•

Discussing confidential information with third
parties without a confidentiality agreement.

•

Accidentally disclosing confidential information
in external meetings or forums.

Confidential information should only be shared
internally within EGA or with professional advisers
and even then only on a strictly need-to-know basis.

•

Including confidential information in external
communications.

It is equally important to protect the intellectual
property, know-how and confidential information of
third parties that are in our possession. Failure to do
so can subject us and you to lawsuits, fines and
other penalties.

WHERE TO GO
FOR HELP
Refer any questions or concerns in this area
to Legal & Compliance. If you still have
concerns refer to “Resources – how to get
help” on page 87.

What is expected of you
•

•
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Be aware of and safeguard any intellectual
property, know-how or confidential information
that is in your possession, whether it is EGA’s or
belongs to a third party. Also be aware of any
confidentiality agreements that cover information
under your control.
Always consult Legal & Compliance before
accepting any confidential information from
anyone outside EGA or before releasing EGA’s
confidential information to third parties.

•

Before disclosing any confidential information,
make sure the recipient has a specific need to
know and that there is a valid business purpose
in releasing it.

•

Do not seek confidential information through
improper means such as hiring someone for that
purpose or accessing documents unethically.

Question
A former employee called and asked
that I send him a copy of a report
that he worked on when he was
here. I looked it up and it appears
confidential. Since he worked on it
and is well aware of what is in it, can
I send it to him?

Question
I want to post a photo of myself standing in front of
some EGA technology. Can I?
Answer
No. You must not post photos of EGA plant and
equipment as such images may reveal trade secrets
belonging to EGA or a third party.

Answer
When someone leaves EGA, they must
limit their future use of confidential
information. There may be a legitimate
reason for him needing it in his current
position, but there must be a proper
agreement in place to cover its use
by someone outside EGA. Discuss
the situation with Legal & Compliance
before doing anything.
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USING OUR INFORMATION TECHNOLOGY
RESOURCES APPROPRIATELY

What you should know

What you should watch out for

The hardware, software, data and networks that
comprise our information technology resources are
critical EGA assets and are essential to meeting our
business objectives. They are used to communicate
internally and externally, store our information and
conduct our business.

•

Emails that contain inappropriate content or
information such as chain letters, solicitations or
offensive material.

•

Applications, computers or devices not approved
and licensed by Information Technology.

The communications you make using an EGA
computer, telephone, mobile device or other
electronic resource and the information stored on
them are EGA property. We may make records
of your communications and monitor activity on
these resources to ensure they are used to conduct
company business legally and in accordance with our
policies and procedures.

•

Unattended or unprotected computers or
mobile devices.

•

Inadvertent disclosure or sharing of passwords.

•

Use of social media websites other than in
accordance with EGA’s policies and procedures.

Email communications are considered company
records and are often a prime target in regulatory
investigations and litigation.

WHERE TO GO
FOR HELP
Refer any questions or concerns in this area
to Information Technology. If you still have
concerns refer to “Resources – how to get
help” on page 87.

What is expected of you
•
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Use your computer and other information
technology assets responsibly and judiciously for
business purposes. Any personal use should be
kept to a minimum.

•

You should not download data files that are not
licensed and approved by Information Technology.

•

Do not use a personal email address for
work purposes.

•

Never use EGA assets inappropriately to engage
in communications or access content that is
offensive, illegal or obscene.

•

Protect your computer, the information contained
on it and passwords from theft or unauthorised
access by others.

Question
During work I sometimes email
my children to check up on them.
Is that okay?
Answer
No problem. You can use your
computer, just as you might use
the telephone, to take care of some
personal matters. This is more efficient
than having to leave the office to take
care of a routine matter. However,
personal use should be kept to a
minimum and not impact your work.
Use good judgement and if you have
any questions, talk to your manager.

Question
Can I use my mobile phone and iPad to receive
work emails?
Answer
You are encouraged to stay connected, but mobile
devices used for work purposes must be set up and
managed in accordance with EGA’s IT procedures.
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MANAGING OUR DOCUMENTS

What you should know

What you should watch out for

Documents and records, written, printed and
electronic are essential to our business and must be
appropriately managed from their creation to final
disposal. Records include both physical documents
such as paper, microfilm, DVDs, CDs and tapes, and
all electronic data and information. Note that emails
are considered records.

•

Disposing of records without knowing their content.

•

Keeping documents beyond their disposal date.

•

Documents relating to actual or potential
litigation, investigation or audit.

Most countries, like the United Arab Emirates,
have special restrictions surrounding the disposal
of documents related to litigation, investigations
and audits.
What is expected of you
•

Do not create unnecessary records or retain
records beyond their usefulness or retention date.

•

Understand EGA’s policies and procedures
on information classification and document
retention as they relate to your work. Know which
documents must be retained and protect them
accordingly. Review documents periodically
that are under your control and dispose of
them accordingly.

•

WHERE TO GO
FOR HELP

Do not dispose of any records that are related
to or are expected to become the subject of
litigation, investigation or audit.

For more information, refer to EGA’s
procedures on information classification and
document retention. Refer any questions or
concerns in this area to your manager. If you
still have concerns refer to “Resources – how
to get help” on page 87.

Question
Our office is scheduled to move next
week. We discovered a desk with
several old files and records. What
should we do with them?
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Answer
You're right in asking the question as records
management is important. We need to determine
whether or not there is a business need or
a regulatory requirement to retain these records.
Speak to your manager.
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ENSURING OUR PEOPLE, ASSETS AND
INFORMATION ARE SECURE

What you should know
As we expand the reach of our business globally,
our people, facilities and information are exposed to
more security risks. EGA is committed to providing
a secure environment and to protecting our people,
assets and information.
Each of us is responsible for following safety and
security policies and regulations, and for helping to
make the workplace safe for everyone. This includes the
security of our people, equipment and information.
We must implement appropriate security measures
as we conduct operations around the world. These
measures include such things as taking proper
precautions for people travelling in troubled areas,
securing access to facilities, and protecting computer
assets and the information they contain. Controlling
access to our facilities and knowing who is visiting us
are important aspects of good security.
To promote safety and prevent criminal activity,
EGA will investigate all alleged misconduct. EGA
has the right, in accordance with applicable laws, to
conduct searches or inspections of personal property
at the workplace.

•

Watch for unauthorised intrusions into your
computer or other devices and alert Information
Technology if you have any indication of viruses
or hackers.

•

Report any lapses in security you observe to your
manager or Asset Protection & Security.

What you should watch out for
•

Individuals in your area who do not have a proper
identification access card.

•

Displaying sensitive information where it can be
seen by visitors to your area.

•

Unsecured computers, equipment or confidential
information in areas open to the public or on
your desk.

•

Travel alerts for countries or regions you are
scheduled to visit.
WHERE TO GO
FOR HELP

What is expected of you
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•

Be alert to any threats as you travel. Plan ahead
and take necessary precautions.

•

Secure company property that you are responsible
for, such as your computer; do not make it easy for
a thief to take it or use it. Be especially alert when
travelling with company property.

Refer any questions or concerns in this area to
your manager or Asset Protection & Security.
If you still have concerns refer to “Resources –
how to get help” on page 87.

Question
We are having a large meeting on our
premises next week. It is by invitation
only and the attendees will be here
just for one day. Do we need to go
through security procedures and
badge all our visitors?

Answer
Yes. We are responsible for knowing who is on our
premises at any time. This is for both security and
safety reasons. Additionally, you should control where
they are on our premises at any time so that sensitive
information is not inadvertently exposed. If they do
have access beyond the conference room, you should
ensure that the offices they visit are aware that there
are visitors in the area.
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COMMUNICATING EFFECTIVELY EXTERNALLY

What you should know

What you should watch out for

Effective communications to our stakeholders
and to the public are an important part of our
business. However, we must ensure that the
communications are accurate, timely and fully
coordinated before release.

•

External communications, including website
postings, containing confidential information.

•

Appearing to speak on behalf of EGA when
engaging in personal activities.

Responsibility for coordinating and approving
any external releases of information from EGA is
shared. Communication & Government Relations
deals with general business and financial information;
and Legal & Compliance deals with regulatory and
other matters.

•

Questions from or discussions with people
outside EGA who attempt to gain inside or
sensitive information.

EGA has an approved set of brand guidelines
that must be followed on all communications
material, such as marketing material, publications,
briefings and so on.
WHERE TO GO
FOR HELP

What is expected of you
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•

Do not release any information externally without
approval. Any queries you receive for information
from external sources such as conference or
competition organisers, the media (including
trade publications), financial analysts or regulators
should be directed to Communication & Government
Relations or Legal & Compliance as appropriate.

•

Never communicate on behalf of an entity or person
unless you are specifically authorised to do so.

•

Follow EGA’s brand guidelines.

•

Coordinate any invitations you receive to speak
externally about EGA with Communication &
Government Relations.

Refer any questions or concerns in this area
to Communication & Government Relations
or Legal & Compliance. If you still have
concerns refer to “Resources – how to get
help” on page 87.

Question
I am submitting an entry to a
technical association competition.
It includes examples from my work
at EGA. Is this okay?
Answer
It depends on both the information
and the audience. Once your manager
has approved your entry, check
with Communication & Government
Relations and Legal & Compliance –
make sure you allow enough time for
their review and comments.

Question
I was asked by a local business forum to give a talk
about EGA. Can I?
Answer
Most likely you can, but you must first get
approval from and coordinate your remarks with
Communication & Government Relations. They
will provide you with guidelines and help you with
the latest information on EGA’s mission, objectives
and results. Keep in mind that your audience will
judge us by your words and actions, so strive to be
professional, objective and engaging.
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4
INTEGRITY AS WE CONDUCT
OUR BUSINESS

OUR COMMITMENT

We will conduct our business around the world with integrity
and in accordance with all applicable laws and regulations.
We will not engage in unfair business practices, but instead
will be fully compliant with competition, trade, financial and
other international laws and accepted standards.

Preventing
improper
payments in cash
or in kind

Following
competition laws

Avoiding market
misconduct

WE WILL
MEET THESE
COMMITMENTS
BY

Preventing money
laundering
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Complying with
international
trade laws
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PREVENTING IMPROPER PAYMENTS
IN CASH OR IN KIND

What you should know

What is expected of you

Most countries, including the United Arab Emirates,
have strict laws prohibiting bribery, corruption
and similar kinds of fraud whether committed by
companies, employees or third parties such as
consultants or agents.

•

Never offer, give or accept an improper payment
that is a bribe, a kickback, or anything of value
directly or through a third party, that attempts to
gain business or to influence a business decision.

•

Do not make facilitation payments. However,
payment would be permissible if you reasonably
believe it is necessary to escape serious harm
as the health and safety of those working for
EGA is paramount. Contact Legal & Compliance
if you think you have received a facilitation
payment request.

•

Carefully select and monitor third parties who act
on behalf of EGA to ensure no improper payments
are being made or received by them.

EGA prohibits bribery and corruption in all its
business dealings in every country, whether direct
or indirect through a third party. EGA employees
should never attempt to influence government
officials, companies or individuals directly or
indirectly by offering or paying bribes or kickbacks,
or by any other unethical means; nor should they
ever accept such payments or advantages. Third
parties representing EGA must also follow the Code
and avoid improper conduct.
Facilitation payments, that is small payments to
government officials to obtain expedited goods or
routine services, while allowed in some countries, are
illegal in others. EGA discourages facilitation payments.

•

WHERE TO GO
FOR HELP

Notify Legal & Compliance immediately if you
become aware of any suspicious situation
regarding inappropriate payments.

Refer any questions or concerns in this area
to Legal & Compliance. If you still have
concerns refer to “Resources – how to get
help” on page 87.

What you should watch out for
Laws require that companies accurately reflect all
receipts and payments of any value in their books
and records.
Reasonable and limited gifts and entertainment
made in accordance with EGA’s Gifts & Entertainment
procedure may be acceptable, but must always
be treated carefully so as not to appear to be an
improper payment.
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•

Offers of extravagant or multiple gifts or
entertainment.

•

Third parties who do not clearly account for their
expenditures or whose commissions seem to
exceed the services provided.

•

Customers or officials who hint or suggest that
certain payments be made to obtain business
or information.

•

Any questionable or suspicious book or record
entry, or any unrecorded expenditure.

Question
We want to hire a third party to
help us obtain permits for a new
construction project. Is that okay?

Question
A government official indicated that the clearance of
our products is likely to go more smoothly if I give
him an extra payment. May I?

Answer
It may be. You must ensure that the
third party is reputable and committed
to acting consistently with our Code.
Specifically, you need to conduct due
diligence during the selection process,
ensure they understand and comply
with our improper payments policies
and regularly monitor their work. We
may be liable and our reputation is
at risk for the actions of third parties
working on our behalf.

Answer
No. All payments must directly relate to products
and services identified in contracts or cost schedules,
and must be made to the government agency
(or contracting party), not individuals.
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AVOIDING MARKET MISCONDUCT

What you should know

What is expected of you

Market misconduct includes a wide range of activities
such as insider trading, stock tipping, disclosing
false information and stock market manipulation.
In the course of your work you may learn information
about EGA business or third parties (for example,
a competitor, joint venture partner, supplier or
customer) before it is made public.

•

Do not engage in market misconduct. Speak
to Legal & Compliance if you have any doubt
about whether you should be dealing in
particular securities.

•

Maintain the confidentiality of information you
receive through your work. Do not discuss or
disclose any inside information within or outside
EGA unless for necessary and properly approved
business purposes. Be cautious when discussing
any confidential information in public places.

•

Report suspicions of market misconduct of any
type immediately to Legal & Compliance.

If the information is significant or material, that is,
it would likely influence a reasonable investor’s
decision about whether or not to buy, sell or hold
an investment, it is called “inside information”.
Examples of inside information include financial
performance, the entry into or termination of a
significant contract, actual or potential mergers,
acquisitions or joint ventures.
It is not an offence to possess inside information but,
in many countries, it is a criminal offence to buy, sell
or otherwise deal in securities personally or through
family members while having inside information. It is
also a criminal offence to encourage insider trading
or to disclose inside information so others can profit
from it (stock tipping). So if you possess inside
information, you should not engage in insider trading,
encourage another person, such as a family member
or friend, to engage in insider trading, or disclose the
information to anyone else if they might use it to deal
in securities. Disclosing information may also be a
breach of your obligations of confidentiality.

What you should watch out for
•

Discussing confidential information with family
or friends, or in public places.

WHERE TO GO
FOR HELP
Refer any questions or concerns in this area
to Legal & Compliance. If you still have
concerns refer to “Resources – how to get
help” on page 87.

Question
A potential business partner made
a confidential presentation to
my business unit, which included
information about a new product
they plan to introduce to the
market. We decided that we were
not going to go ahead with the
opportunity, but I think their new
product is a real breakthrough.
May I purchase their stock?
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Answer
No. You should not purchase their stock until the
public is aware of the new product. This is inside
information as the briefing received was confidential.
The information is material because it would
likely influence an investment decision about the
company’s securities.
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COMPLYING WITH INTERNATIONAL TRADE LAWS

What you should know

What you should watch out for

Trade laws cover the movement of goods, services
and technical information across international
borders. Most countries, like the United Arab
Emirates, have laws regulating import, export and
customs procedures and several have restrictions
on dealings with certain sanctioned countries,
entities and individuals. The consequences of
ignoring trade laws and sanctions are serious.

•

Trade restrictions in the jurisdictions where
you conduct business.

•

Technical discussions on trade-restricted
information that take place across
international borders.

•

Travelling across international borders with
trade-restricted goods or information.

•

Customs payments not in the ordinary course
of business, or that otherwise look suspicious.

•

Transfer of restricted software, technical data,
know-how or technology by email, download,
meetings or visits to EGA facilities.

An export or import can be made electronically
in addition to traditional shipping methods.
An export or import can also be made during
discussions or visits to a facility.
EGA employees entering any country are
subject to personal import restrictions on
goods in their possession.
What is expected of you
•

•

•

•
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WHERE TO GO
FOR HELP

Understand and comply with the trade regulations
and restrictions that apply in the jurisdictions
where you conduct business or procure goods and
services. Make sure you stay up to date and check
with Legal & Compliance if you are uncertain.
Maintain accurate and complete records of
all import and export transactions, including
purchase orders, contracts, invoices, and payment
records in accordance with EGA’s information
classification and document retention procedures.
Know your customers and suppliers – who they
are, what they do, where they are based and how
they will use our goods, technology or software.
Report any suspected or actual non-compliance
with trade laws, regulations or restrictions to
Legal & Compliance.

Refer any questions or concerns in this area
to Legal & Compliance. If you still have
concerns refer to “Resources – how to get
help” on page 87.

Question
A company in the Dubai Free Zone
has contacted me about purchasing
materials. Can we take them on
as a customer?
Answer
First, check them out. We need to
know our customers, including who
are the ultimate owners and whether
the company is from a sanctioned
country. You must follow EGA’s
“know your customer” procedures.

Question
We want to start selling in a new sales territory.
What checks do I have to do?
Answer
We must check whether international trade
laws prohibit or restrict this business activity.
Check with Legal & Compliance and follow our
due diligence procedures.
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PREVENTING MONEY LAUNDERING

What you should know

What you should watch out for

Money laundering is a process where individuals
or entities attempt to conceal unlawful funds or
otherwise make these funds appear legitimate.
Most countries, like the United Arab Emirates, have
laws prohibiting money laundering. These laws often
place criminal liability on both the company and
the employees.

•

Any proposed or actual payments in cash from a
customer or partner who has not been subjected
to a thorough “know your customer” check.

•

Customers who overpay for goods or services,
and then request a refund.

•

Any customer, supplier, agent or partner who
provides incomplete or suspicious information.

•

Orders and purchases that are not consistent with
a customer’s normal business activities.

•

Funds paid from or to unusual sources, or from
or to countries not normally associated with
the customer.

EGA is committed to ensuring that our operations
comply with money laundering regulations. We
conduct business only with reputable customers
and partners involved in legitimate business
activities using funds from legitimate sources.
Each of us must understand the origin of monies
and property we receive or procure, and the identity
of the person to whom we make payments.
What is expected of you
•

Know your customers, partners, consultants,
contractors and suppliers. Conduct the due
diligence necessary to ensure their business
activities and transactions are reputable
and responsible.

•

Be alert for any payments that look irregular or
for customers or partners who appear to lack
integrity in their operations.

•

Report any suspicious transactions or incidents
of money laundering to Finance and Legal
& Compliance.

WHERE TO GO
FOR HELP
Refer any questions or concerns in this area to
Finance or Legal & Compliance. If you still have
concerns refer to “Resources – how to get
help” on page 87.

Question
A buyer has proposed an unusually
large refundable deposit. This is
the first time I have seen this. What
should I do?
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Answer
You are right to be wary and to raise the question.
Talk to Finance who will determine if this is a
legitimate transaction. It is only your responsibility to
report suspicious activity; the experts will determine
if it actually is money laundering and how to proceed.
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FOLLOWING COMPETITION LAWS

What you should know
Many countries have competition (or antitrust) laws
designed to prohibit activities that limit trade or
restrict free and fair competition, such as price fixing,
bid rigging, division of markets, predatory pricing or
agreements on resale prices. Competition laws are
strict, complex, often reach across borders and carry
severe penalties for companies and individuals who
do not comply with them.

•

Ensure all acquisitions, mergers and joint ventures
meet the approval criteria required by applicable
competition laws and regulatory bodies.

•

Report any suspicious competitive activity to
Legal & Compliance immediately.

Unfair competitive actions can include such things
as making false statements about competitors,
misusing a competitor’s trade secrets, providing
a competitor with information about pricing or
territories, restricting their source of supply or
inducing a supplier to break contracts with them.
Careless discussions at trade associations or events
involving competitors, or inappropriate statements in
marketing materials, can cause serious problems.

•

A competitor attempting to discuss competitive
information such as pricing, bids, sales or territories.

•

Discussions at trade associations, meetings or
events where competitors are in attendance which
relate to prices, markets, profits or other topics
that could be of interest to competitors.

•

Inappropriate competitive information that
may show up on your desk, for example a
competitor’s proposal or pricing information
during a bidding process.

•

Any type of exclusive agreements for the
purchase or sale of products.

Many jurisdictions have laws that require prior
clearance of mergers, acquisitions, joint ventures
or other similar transactions, especially if
competitors are involved.
What is expected of you
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•

Work with Legal & Compliance to ensure that you
understand the competition laws that apply to
your business operations.

•

Obtain prior approval from your manager, and
seek advice if you are unsure of applicable
competition laws, before attending meetings
that involve competitors.

•

Do not enter into any discussions involving
competitors to exchange or share competitive
information such as prices, discounts, pricing
policy, profits, market share, production levels,
customers or sales territories.

What you should watch out for
WHERE TO GO
FOR HELP
Refer any questions or concerns in this area
to Legal & Compliance. If you still have
concerns refer to “Resources – how to get
help” on page 87.

Question
I’m friends with a salesperson
for a competitor. We
occasionally talk about
marketing plans. Is there
any problem in that?
Answer
Yes. You are revealing
confidential information
and may be violating
competition laws that ban
discussions of marketing
and pricing. Talk about other
non-work subjects.

Question
I am invited to an industry
sponsored meeting where
our key competitors will be
in attendance. Can I attend?
Answer
Such meetings are
appropriate, but you must
follow certain precautions
to protect yourself and EGA.
Discuss the meeting with
your manager or Legal &
Compliance to get approval
before you attend. You can
visit competitor’s booths
and collect any publicly
distributed material, but
do not engage in any
competitive discussions.
Keep a record of attendees
and what was discussed
in case any questions are
raised later.

Question
My manager has asked me
to obtain information about
competitive pricing from
marketplace sources. Can I
get this information from my
contacts in the market?
Answer
No. You may use publicly
available information
(from websites and trade
publications) and nonattributable aggregated
price information from trade
associations. You must
not make direct or indirect
contact with competitors
to seek or verify their
pricing information.
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5
INTEGRITY AS WE WORK WITH
OUR CUSTOMERS, PARTNERS,
SUPPLIERS AND GOVERNMENTS

OUR COMMITMENT

We will sustain relationships with our customers, suppliers, partners
and government representatives built on trust. We will always
conduct our business activities with them professionally and in an
ethical and compliant manner. We will protect their confidential
information, offer hospitality that is measured and appropriate under
the circumstances and avoid even the appearance of a conflict of
interest that might harm our relationships.

Offering and
receiving gifts
and entertainment
appropriately

Working
compliantly with
governments

Avoiding conflicts
of interest

WE WILL
MEET THESE
COMMITMENTS
BY
Handling
competitive
information
correctly

Working with third
parties

Working closely
with suppliers
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OFFERING AND RECEIVING GIFTS AND
ENTERTAINMENT APPROPRIATELY

What you should know

What is expected of you

What you should watch out for

Gifts and entertainment can build goodwill, but if
offered or received inappropriately can also bring
our and your intentions and objectivity into question.
The rules surrounding gifts and entertainment vary
widely among companies and governments and are
often very restrictive. Appearances can be more
important than the gift itself. For this reason, you
must use care and good judgement, and follow
these guidelines and EGA procedures whenever you
are involved in the offering or receipt of any gift or
entertainment. This includes gifts and entertainment
offered to, or received from, colleagues within EGA.

•

Be familiar with and comply with EGA’s Gifts
& Entertainment procedure.

•

Any request or hint that a gift or entertainment
would be appreciated.

•

Use good judgement to avoid even the
appearance of impropriety in both the amount
and type of any gift or entertainment offered
or received.

•

Any gift or entertainment involving a
government official.

•

Inappropriate gifts or entertainment, such as
cash, extravagant gifts, or entertainment at
indecent venues.

•

Gifts and entertainment include anything of value
offered to, or received from, any third party by
an employee, a representative of EGA or their
family members.

•

Any gift or entertainment that puts your
objectivity in question or has the appearance
of doing so, such as receiving a gift from a
supplier during a tender process in which you
are involved.

Any gift or entertainment offered must be reasonable
and consistent with ethical, cultural and professional
practice and in accordance with EGA’s Gifts &
Entertainment procedure. Before offering a gift or
entertainment, make sure you know the recipient’s
rules regarding the acceptance of gifts so as not to
place yourself or them in an embarrassing situation.
EGA businesses and employees are considered
to be government officials in some jurisdictions.
Government agencies generally have stricter rules
than those used in commercial practice regarding
the receipt of gifts or entertainment by their
employees or entities.
Third parties such as agents or partners representing
EGA are expected to follow these policies and
guidelines without exception.
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•

Never offer or provide any gifts or
entertainment to third parties or to your
colleagues without complying with our gifts
and entertainment policies.
Never offer or provide any gifts or entertainment
of any kind to any government official without
prior approval from Legal & Compliance.

•

Never offer or receive cash or cash equivalents.

•

Seek approval and report any gifts or
entertainment offered or received in accordance
with our policies.

Question
A supplier asked me to attend a
sporting event with him. Is this okay?

•

Record all expenditures for gifts or entertainment
of any type fully and accurately.

Answer
You are right to ask. You should
discuss the invitation with your
Compliance Champion or EGA
Compliance before accepting and
declare it in accordance with EGA’s
Gifts & Entertainment procedure.
It will depend on factors such as
your position, your relationship
with the supplier, who is paying
for the event and the venue. In
general, EGA discourages the receipt
of any gifts or gratuities by you or
your family from any third party
who does or may do business with
EGA. It could put your objectivity
into question and be potentially
embarrassing for you and EGA.

WHERE TO GO
FOR HELP
For more information refer to EGA’s Gifts &
Entertainment procedure. Refer any questions
or concerns in this area to EGA Compliance.

Question
Our department has some unused budget. I want to
buy some gift vouchers for the team to reward them
for a good year. Can I?
Answer
No. There are established procedures for determining
performance rewards. Additionally, gift vouchers are
a cash equivalent and are generally not permitted.
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AVOIDING CONFLICTS OF INTEREST

What you should know
EGA respects the privacy of its employees and your
right to take part in legitimate financial, business and
other activities outside of work. However, nothing you
do at work or in your personal time should conflict
with your responsibility to EGA or compromise, or
appear to compromise, your work performance and
ability to make impartial business decisions.
A conflict arises whenever an employee’s personal,
social and financial or other activities or relationships
interfere or have the appearance of interfering with
an employee’s objectivity or loyalty to EGA. It is not
possible to list all of the potential conflicts, but they
include such things as holding a second job, having
family members who work for customers or suppliers,
accepting anything more than modest gifts and
entertainment from a business partner (see page 64
on offering and receiving gifts and entertainment
appropriately), having a financial interest in an
EGA project or investment, using confidential
information for personal gain or serving as a
consultant or director of any entity outside EGA.
What is expected of you
•

•
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Conduct all business relationships in a professional
and competitive manner and base all business
decisions on sound, objective judgement, not on
personal interest and gain. Avoid any activity that
creates a conflict with your obligations to EGA or
which might give the impression of a conflict.
Complete an annual Conflict of Interest
declaration form and update your declaration
as soon as an actual or potential conflict of
interest occurs.

•

Be alert to any potential conflicts of interest and
report them to EGA Compliance who will assist
you in resolving them. This is essential to maintain
our and your own personal credibility.

•

Excuse yourself from any decision-making process
where you have an interest that conflicts, or that
could appear to influence your ability to make an
objective decision.

What you should watch out for
•

•

Outside affiliations with current or potential
competitors, customers or suppliers of EGA.

•

Part-time employment or other outside obligations
that may conflict with your duties to EGA.

•

Someone attempting to use your position within
EGA to promote an outside activity.

•

•

WHERE TO GO
FOR HELP

Financial interests by you or your family
members in companies that do business with
any EGA company.

The offer of gifts or entertainment from a current
or potential supplier.
Hiring, promoting or supervising a family member
or close friend.

If in doubt, disclose any potential conflict.
Refer any questions or concerns in this area
to EGA Compliance.

Question
I have been asked to serve on the
Board of Directors for a local charity.
I read that this could be a conflict
of interest. Is that correct, and if so,
what must I do?
Answer
Correct. The first step is to disclose
it in accordance with EGA’s conflicts
of interest procedure. The reason for
disclosing this type of activity is to
maintain your credibility by obtaining
an external review and approval of
the activity from EGA Compliance.
As long as there is no direct relationship
between the charity and EGA that
could cause a conflict, and the
associated time commitment would
not impact your job responsibilities,
there should be no problem with you
serving on the Board.

Question
My uncle owns a business and wants to get a supply
contract with EGA. May I refer him to my manager?
Answer
Yes. You may refer your uncle to a person at EGA
who may be interested in his product or service.
However, you must disclose your relationship to
that person and complete a Conflict of Interest
declaration form. The normal procedures for
selecting a supplier must be followed and you
must not be involved in the selection process.
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HANDLING COMPETITIVE INFORMATION CORRECTLY

What you should know

What you should watch out for

Knowledge and understanding of competitors
and suppliers are important aspects of any
business. However, competitive information
must be gathered and used in accordance with
applicable laws and good business practice.

•

Competitive information received from
unidentified sources.

•

Using confidential information without
appropriate confidentiality agreements or
using such information in contravention of
confidentiality agreements.

•

Pressuring an employee to reveal confidential
information about a former employer.

Legitimate sources of competitive information
include such things as available literature,
industry publications, publicly available material,
and technology trends.
Theft, misrepresentation, eavesdropping,
inducement and similar means of gathering
information are never acceptable.
Third parties must live up to the standards in our
Code of Conduct and cannot be used to gather
information inappropriately.

WHERE TO GO
FOR HELP
Refer any questions or concerns in this area
to Legal & Compliance. If you still have
concerns refer to “Resources – how to get
help” on page 87.

What is expected of you
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•

Collect competitive information only from
legitimate sources and never do so illegally
or unethically.

•

Guard against receiving or using confidential
information that belongs to competitors or
other third parties.

•

Never use confidential information that is in your
possession from a prior job.

•

Be especially cautious about the use of any
competitive information during a bidding process,
especially on a government contract.

•

If you believe a piece of competitive information
might be confidential, check with Legal &
Compliance before you use it.

Question
I received a copy of a competitor’s
proposal for a project we are bidding
on. What should I do with it?

Question
I have a lot of information from my former company
that might be useful as EGA formulates its
competitive strategy. What should I do with it?

Answer
You should never seek or hold on to
this type of information. However,
if you do come upon this data
accidentally, seal it, protect it and do
not use it. Contact Legal & Compliance
who will inform you how to proceed.
Competitive information of a
confidential nature, particularly
bidding information, is very
sensitive and is almost always
inappropriate to use.

Answer
We will always honour another company’s
information restrictions, just as we would expect
them to honour ours. You should not disclose any
confidential information from your former employer
as this disclosure could result in potential legal and
reputational risks. Additionally, you probably signed
an agreement with your former employer stating you
would not do so.
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WORKING CLOSELY WITH SUPPLIERS

What you should know
Suppliers of goods and services play an integral
and critical role in our business and we expect
that they conduct themselves in an ethical and
compliant manner.
Suppliers should be selected fairly and based on
merit, with a contractual requirement that they
act ethically and comply with all applicable laws
and regulations.

•

Conduct regular reviews of supplier relationships
to ensure performance. If you have any doubt or
concern about a supplier’s integrity or ability to
perform a contract, act to resolve these issues
immediately. If necessary, raise your concern with
your manager and/or Legal & Compliance.

•

Protect a supplier’s confidential information.
Never give one supplier’s confidential information
(for example, prices, winning bid information and
so on) to another suppler.

Suppliers are expected to treat workers fairly,
provide a safe and healthy workplace and protect
the environment.

What you should watch out for

What is expected of you

•

Supplier activities that are inconsistent with
our Code.

•

Choosing a supplier without open competition
or a single source justification.

•

Giving business to a supplier owned or managed
by a relative or a close friend.

•

Using or accessing EGA or third party confidential
information inappropriately.

•

•

Choose suppliers based on merit and
competitiveness, for example, price, quality,
performance and suitability. Avoid any conflict
of interest such as inappropriate gifts or
entertainment or any kind of favouritism that
might compromise the selection.
Work with suppliers who act in a manner that
is consistent with our commitment to integrity
and applicable laws. Obtain proper approvals and
make sure appropriate documentation is in place
before making any commitments to suppliers.
Agreements must clearly state the products or
services to be provided and the applicable rate or
fee, and confirm that suppliers agree to comply
with relevant aspects of the Code of Conduct.

WHERE TO GO
FOR HELP
Refer any questions or concerns in this area to
your manager or Purchasing. If you still have
concerns refer to “Resources – how to get
help” on page 87.

Question
We need some work done quickly and
an existing supplier can do the work
immediately. Do we have to go to a
competitive tender?
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Answer
Yes. Contracts must be awarded fairly and
competitively. Unless there is a single source
justification you should always obtain comparative
quotes and follow purchasing procedures.
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WORKING WITH THIRD PARTIES

What you should know

What you should watch out for

In many countries, local business practices or
conditions require the use of agents or third parties
to work on behalf of EGA and represent our interests.
Third parties must be chosen carefully and engaged
appropriately, as any improper conduct could
damage EGA’s reputation and expose EGA and
individual employees to criminal or civil legal liability
or other sanctions.

•

Third party activities or practices that are
inconsistent with or that deviate from our Code.

•

Third parties who refuse to comply with our Code
and who do not have their own code of conduct
setting out comparable standards.

In joint ventures, where EGA has a controlling
interest, we will apply our Code, policies and
procedures. Where we do not have control, we
will use our best efforts to ensure that this Code
is adopted or that similar policies are put in place
at such entities.
What is expected of you
•

Make appropriate enquiries before entering into
any relationship with a third party and follow EGA
procedures. The level of due diligence enquiry
will depend on the nature of the proposed
relationship, but must include a review of the
third party’s reputation and qualifications to
perform the required services.

•

Use a formal contract approved by Legal
& Compliance to engage third parties and
implement mechanisms to monitor and assess
the performance of third parties.

•

•
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As part of the engagement, give third parties a
copy of this Code of Conduct and explain to them
that we expect and require them to comply with
the Code when working on our behalf. Where
possible, make it a contractual requirement that
they act consistently with the Code.
Report to EGA Compliance any third party
behaviour that is inconsistent with our Code.

WHERE TO GO
FOR HELP
Refer any questions or concerns in this area
to Legal & Compliance. If you still have
concerns refer to “Resources – how to get
help” on page 87.

Question
The agent hired by my predecessor is
doing a good job, but his fees seem
particularly high. What should I do?

Answer
You should query any unusual fees or arrangements
and ensure they are reasonable for the services being
rendered and do not provide any incentive to act
improperly. If you suspect improper behaviour, report
it to EGA Compliance.
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WORKING COMPLIANTLY WITH GOVERNMENTS

What you should know

What is expected of you

What you should watch out for

Special rules apply when you conduct business with
governments or government officials. Government
officials include government employees, government
owned enterprises and anyone acting for or on
their behalf.

•

Due to the complexities of government rules and
regulations, ensure that you know when you are
dealing with a government official.

•

Special requirements that apply to government
contracts or transactions.

•
•

Be accurate and complete in all representations
and certifications you provide to government
officials and agencies.

Non-routine requests for data from a government
official or agency.

•

The appearance that your personal political
choices are an EGA position.

Follow EGA’s Gifts & Entertainment procedure as
it relates to government officials.

•

Any business or social event that includes gifts
or entertainment in which government officials are
likely or are expected to participate.

Business practices that are acceptable in the
commercial arena, such as providing hospitality,
may be unacceptable in government business and
may even be illegal. Special care must be taken
to ensure the accuracy of financial and other
information provided to governments.
Many countries have strict laws governing a
company’s participation in the political or electoral
process, that is, donations to political groups or
lobbying of government officials. EGA does not
involve itself directly or indirectly with any form of
political or electoral activity.
Personal political or electoral activity by employees,
such as support of local candidates or donations to
candidates running for office, may be appropriate but
must be within the laws of the jurisdiction where they
reside, carried out on their own time and in no way
involve or be seen to involve EGA.
Violations of governmental rules and regulations can
result in serious criminal and civil penalties.

•

•

Contact Legal & Compliance if you have any
questions about applicable laws or regulations
regarding working with governments or
government representatives.

•

Notify EGA Compliance of any external
investigations, audits or unusual requests for data.

•

Ensure that all governmental special requirements
are communicated to subcontractors or vendors
and that they are following them.

WHERE TO GO
FOR HELP
Refer any questions or concerns in this area
to Legal & Compliance. If you still have
concerns refer to “Resources – how to get
help” on page 87.

Question
I am having a business meeting with
a government official tomorrow over
lunch and I generally pick up the bill.
It will not be expensive. Is this okay?
Answer
Most governments have strict
requirements relating to what
their employees can accept. You
should check with EGA Compliance
beforehand to ensure you understand
any applicable requirements. In most
cases, government agencies either
prohibit the acceptance of meals or
have strict financial limits and may
require prior approval.
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Question
A government regulator called me to ask for project
financial data that we have been working on. I have
it ready to go; is it okay for me to send it?
Answer
It depends on who asked for it and why. If this is a
routine request covered under the contract, you
certainly can provide it. If this is an unusual request,
check with Legal & Compliance before you respond.
We should always try to be responsive, but we need
to understand who is requesting the data, and why,
before we proceed.
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6
INTEGRITY AS WE SUPPORT
OUR COMMUNITIES

OUR COMMITMENT

We will be good corporate citizens in the communities where
we live and work. We will be guardians of the environment and
will enhance our communities through our service.

Protecting the
environment
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WE WILL
MEET THESE
COMMITMENTS
BY

Serving in our
communities
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PROTECTING THE ENVIRONMENT

What you should know

What you should watch out for

EGA operates in many environmentally challenging
and heavily regulated industries such as mining,
refining and smelting, production and distribution,
maintenance, repair and overhaul, manufacturing
and construction. EGA’s approach to the
environment is clearly stated in our values –
protect the environment wherever we operate.
EGA is committed to complying with or exceeding
industry standards and to meeting the relevant
environmental rules and regulations in the
jurisdictions where we conduct business.

•

Any environmental related complaints from
employees or visitors.

•

Discussions with, visits by and reports from
environmental regulators.

WHERE TO GO
FOR HELP

•

Opportunities to reduce waste and the use of
resources such as energy and water.

Refer any questions or concerns in this area
to your manager or Environmental, Health,
Safety, Fire & Security. If you still have
concerns refer to “Resources – how to get
help” on page 87.

We will live up to our commitment to environmental
protection and sustainability by operating our
global businesses compliantly in a way that
minimises environmental impact and through
our commitment to research and renewable energy.
The “reduce, reuse, recycle” waste philosophy is
central to all our activities.
What is expected of you
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•

Understand and comply with all local
environmental regulations in the jurisdictions
where you conduct business.

•

Follow the guidelines for environmental
sustainability where you work and reduce the
use of energy, water and other resources
wherever feasible.

•

Report any environmental issues or noncompliance with environmental regulations to
your manager or Environmental, Health, Safety,
Fire & Security. Do not ignore a potential or actual
problem assuming that someone else will report it.

•

Carefully evaluate potential environmental issues
relating to any project, partnership or acquisition.

Question
We spilt a small amount of chemicals
on the ground – just a few litres and
it was cleaned up quickly. Do I really
need to report it?

Question
I was visiting one of our field operations and saw
what looked like a leak of toxic material. I mentioned
it to the contractor who said it is always like that.
That does not sound right to me. What should I do?

Answer
Yes. All spills of chemicals need to be
reported to your manager as soon as
you are aware of them. This allows
for action to be taken to correct the
immediate problem and implement
preventative measures.

Answer
You are right to be concerned. You should talk to
your manager and follow up with the environmental
team which oversees the project you visited.
Any potential environmental impact is important
and is a threat to our reputation. The issue should be
resolved promptly by those responsible. This is also
a good example of what to do if you raise a concern
and do not receive a satisfactory answer. Do not
give up, raise it to the next level; you can always talk
to EGA Compliance.

Question
Over the last few nights I have
noticed an unusual discharge from
one of our smokestacks. I reported it
to my manager, who just said it was
normal. I have worked here for over
10 years and have never seen this before.
I worry about it. What can I do?
Answer
If you are not satisfied by the answer
you received from your manager, you
must report your concern to a higher
level or EGA Compliance.
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SERVING IN OUR COMMUNITIES

What you should know

What you should watch out for

The communities where we work are important
stakeholders and EGA is committed to being a good
corporate citizen by caring for the environment and
supporting community service.

•

Outside commitments that impinge on your
ability to meet your responsibilities at work.

•

The misuse of company resources in support
of external organisations.

•

Any conflict of interest between your
outside personal commitments and your
job responsibilities.

We encourage employees to be involved in and
supportive of their communities through donations
of resources and time.
What is expected of you
•

Be a good citizen and support the improvement
of your community with efforts of your choice.

•

Do not let your support of external organisations
impinge on your responsibilities at work.

•

Do not pressure fellow employees to contribute to
organisations that you are supporting.

•

Be careful to avoid any conflict of interest that
may arise between support of a community
organisation and your job.

•

Do not give any indication that you represent
EGA officially as you carry out your personal
commitments.

WHERE TO GO
FOR HELP
For more information on EGA-sponsored
community service, talk to Communication &
Government Relations. Refer any questions
or concerns about an outside commitment to
your manager or EGA Compliance.
If you still have concerns refer to “Resources –
how to get help” on page 87.

Question
I would like to volunteer for a local
charity. Is this permissible?
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Answer
It most probably is, but there are a few things that
you should consider before you volunteer. Make
sure that it is a reputable organisation and that
volunteering would not impact your responsibilities
at work or appear in any way to be a conflict of
interest. If you have any questions, talk to EGA
Compliance. Community service is important and
commendable; you just need to make sure it is not
a conflict of interest.
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YOUR PERSONAL COMMITMENT

Our Code of Conduct clearly states our aspiration to
remain an ethical and compliant group of companies.
However, words are not enough. It requires the
personal commitment of each of us to make it a reality.
By working for or with EGA, you are agreeing to
uphold this commitment. Each one of us is required
to acknowledge annually that we have read and
understood, and will comply with the requirements
contained in our Code of Conduct.
Those who fail to follow our Code put themselves, their
colleagues and EGA at risk.
This annual acknowledgment must be made in writing
or electronically. New employees will be given access
to a copy of the Code of Conduct and should complete
their acknowledgment during orientation training.

RESOURCES – HOW TO GET HELP

COMPLIANCE CONTACTS

Compliance Champions

EGA Compliance

See the Compliance intranet page for up-to-date details

Email:

compliance@ega.ae

Phone: +971 4 802 1011
Post:
		
		
		
		

Your Voice report line

General Counsel – Compliance
Legal & Compliance department
Emirates Global Aluminium PJSC
PO Box 3627
Dubai, United Arab Emirates

Online: www.ega.ethicspoint.com
Phone: 8000 021 (UAE toll-free)
Quote the code: 855-689-1296
See the Ethics Point website for toll-free
numbers in other countries
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Visit the Compliance intranet page for further information and guidance on:
•

Key issues

•

Procedures and forms

•

Training courses

•

Your Voice report line

•

Compliance Champions

•

Frequently asked questions

FOR ADDITIONAL INFORMATION
Emirates Global Aluminium PJSC
PO Box 3627, Dubai, United Arab Emirates
T + 971 4 802 1011
E compliance@ega.ae
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